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ONPEJAEJEHUSA

B HacTosimeM gOKyMEHTE HCIIONB3YIOTCS CICIYIONHe TEPMHHEL M HX
OTIPEIEIICHHUS.

ABTOMAaTH3MPOBAHHAS CHCTEMa — CHCTEMa, COCTOsIad U3 IIepCOHANa U
KOMITIEKCA CPEICTB aBTOMATH3AIMH ero JIESTEeIbHOCTH, peanu3yiolnas nHpopMa-
IIUOHHYO TEXHOIOTHIO BRITIOTHEHNS YCTAaHOBICHHAIX (YHKIIHH.

AyTrenTHGHKANHS OTIPABATENS] JAHHBIX — IIOATBEPXKIEHUE TOT0, YTO OT-
PABUTEIH [TOYICHHBIX JIAHHEIX COOTBETCTBYET 3aABICHHOMY.

Be3omacHoCTh MEPCOHAJNBHBIX JAHHBIX — COCTOSHHE 3aIMINEHHOCTH
[EPCOHANLHEIX  JIAHHBIX, XapakTepusyeMoe CIIOCOOHOCTBIO — IIOIb30BaTElleH,
TEXHUYECKHX  CPEeJCTB ¥  HHQOPMAIMOHHEIX  TEXHONOTHH  0OECIEUHrTSH
KOH(HIEHITHATBHOCTE, EeJOCTHOCTE W JOCTYITHOCTS HePCOHAIBHBIX JAHHBIX IIPH
rX 00paboTke B HH(YOPMAIMOHHBIX CACTEMaX NEPCOHATBHBIX JAHHBIX.

BuoMeTpHYeckne UepPCOHAJIbHBIC JaHHbIe — CBEIEHHS, KXOTOPEHIE
XapaKkTepU3yOT QU3HOIOTHICCKIe 0COOSHHOCTH YeI0BEeKa M Ha OCHOBE KOTOPBIX
MOXKHO YCTAHOBHTE €r0 JHIHOCTD, BKIOUas (QoTorpadmu, OTIEYaTKU MAaNbIesB,
o0pas CerdaTKH Tia3a, OCOOEHHOCTH CTPOSHHSA Tena W APYIyio MHOZ0GHYIO
HHPOPMAIIHIO.

BiokupoBaHHe DEPCOHAJIBLHBIX AAHHBIX — BPEMEHHOE IIPEKpaIiCHHE
06paboTKE MEePCOHANBHBIX NaHHBX (3a MCKIIOUSHWEeM CIIydaeB, ecin o6paboTka
HEoOX0[UMAa JIJisl YTOUHEHHUS TEPCOHAIBHBIX JTAHHEIX ).

Bupyc (KOMIbLIOTEpHBIH, HPOrPpaMMHBIH) — ACIIONHAEMBIH ITPOTPAMMHBIN
KOJ| WIIM HHTEPIPETHPYEMbI Habop WHCTPYKIH, oOnajaroliul CBOcTBAMU He-
CaHKIIHOHUPOBAHHOIO DACIPOCTPAHEHHs W caMoBocupomsseaenud. CosnaHHEIe
TyOIHKaTh KOMITBIOTEPHOTO BHpPYyca HE BCEIla COBMANAI0T ¢ OPUIMHAIOM, HO CO-
XPaHSMIOT CHOCOOHOCTE K JaNbHEHIIeMy pacIIpOCTPAHEHUIO ¥ CaMOBOCIIPOU3BEIC-
HUIO.

Bpenonocuas mporpaMmma — mporpaMMa, IpefHazHauCHHAd UL OCYIECTB-
JIEHVs] HECAHKIMOHUPOBAHHOTO MOCTYIa ¥ (WIIH) BO3/eliCTBHA Ha MEPCOHAbHbBIE

TMAHHBIE WA PeCypPChl HHGOPMAMOHHON CHCTEMBI IEPCOHANBHBIX JAHHBIX.



BemomoraTeabHble TeXHHYECKHE CpeIcTBa W CHCTeMbI — TEXHHYECKHE
CpeICTBa ¥ CHCTEMEI, He ITpenHasHadeHHble I Iiepefadn, 00paboTKy U XpaHeHHs
TIEPCOHANBHBIX JIAHHBIX, YCTAHABIWBACMbIE COBMECTHO C TEXHHYESCKUME CpPECT-
BAMH W CHCTeMaMH, IIpelHA3HaYCHHBIMI I 00paboTKHA MepCOHANBHBIX TaHHBIX
WM B IIOMEIICHASIX, B KOTOPHIX YCTAHOBIICHBI MH(POPMAIIHOHHBIE CHUCTEMBI IIEPCO-
HaIBHBIX J2HHBIX.

Jdocryn B ONEPAIHOHHYIO cpely KOMIbIOTepa (MH(pOpPMAaNHONHOH
CHCTEMBI NEPCOHANBHBIX MAAHHBIX) — IIONyYeHHE BO3MOXKHOCTH 3aIlyCKa Ha
BBIIO/HEHME IITATHBIX KOMAHN, (QYHKIH, IIPOIeyp OIEPallHOHHON CHCTEMEI
(YHMITOXKEHWs, KONMPOBAHWS, IEPEMEINeHrd X T.L.), HCHOMHAeMBIX (aiios
IIPUKIIA THBIX TIPOTPaMM.

ocTyn kK HHGOPMAIMHE — BO3MOXHOCTb IIONydeHHS HH(QOPMAIMA U €€ HC-
TIONB30BAHM.

3akaaJ049H0€ YCTPOHCTBO — 3IIeMEHT CPEZICTBa CheMa HH(OPMAIH, CKPBITHO
BHEIPAEMBIA  (3aKIAIBIBAEMBI WM BHOCHMBIM) B MeECTa BO3MOXHOIO CheMa
mHbopMarmu (B TOM YHCIE B OTPOKACHUE, KOHCTPYKITHEO, 000y I0BaHNe, IPSIMETEI
HHTEPhEPa, TPAHCIIOPTHEIE CPEICTBA, 4 TAaKKe B TEXHMYECKHE CPENCTBA ¥ CHCTEMEI
06paboTku WHPOPMAIIHH).

Sampmiaevas HEQopManus — HHEGOPMALWS, SBISIOIIAACS IpEIMEToM cob-
CTBEHHOCTM ¥ TOIUISKAIAsd 3aliTe B COOTBETCTBHH C TPeOOBaHWIMU IPaBOBBIX
JIOKYMEHTOB X TpeOOBAHIAMY, YCTAHABIHBAEMEIMY COOCTBEHHIKOM HH(DOPMATTHH.

WpenTuduKkanus — OpUCBOCHHE CyOneKTaM B 00BeKTaM HOCTYNA MICHTH-
Qukaropa ¥ (W) CpaBHCHHE NPETBSBIAEMOIO UACHTH(HUKATOpa ¢ IICPeIHEM
IPUCBOEHHEIX UAEHTU(QUKATOPOB.

HadopMaTHBHBIH CHTHAN — JNEKTPAYECKHE CHIHATBI, aKyCTHICCKUS, SIICK-
TPOMATHHTHBIE H ApyTWe (DM3MYECKUe TONS, II0 [apameTpaM KOTOPEIX MOXET ObITh
PACKPHITA KOH(QUICHIHAATBHAS HEpOpMaIwst (TepcoHATBHBIE IaHHbIe) o0pabarsBacMas

B MH(OPMAIMOHHO# CHCTeMe IIePCOHAIBHEIX JaHHbIX.



HupopManHoHHbIe TEXHOJOTHH — IIPOIECCH, METOMBI TOKCKa, cOopa, Xpa-
HeHms, 06pabOTKY, TPENOCTABICHUS, PACTIPOCTPAHEHMS HHGOpPMAIWMK ¥  CIOCOOI
OCYIIECTBIIEHYS TAaKUX IIPOIIECCOB B METOIOB.

Wndopmannonnas cucreMa mepcoHaspHBIX AaHmbix (MCIdH) -
COBOKYIIHOCTh COJlepyKammuxcs B 0azaxX [aHHBIX [epCOHANBHBIX [aHHBIX H
00eCIIeUMBAOIUX UX 00paboTKy MHGOOPMAHOHHBIX TEXHOIOIMH U TEXHUISCKHX
CPE/ICTB.

HMcnoan3oBanne NEPCOHATBABIX JAHHBIX — MeiicTBHA (Omeparuu) C
HEpPCOHANBHBIME JIAHHEIMM, COBEpIIaeMble OIIEpaTOpOM B IEIAX IIPUHATAN
pelmeHnii MW COBEPINEHUA WHBIX meHCTBUM, MOPOXKTAIOMMX FOPHAUYECKHS
IOCHEJCTBHS B OTHOIICHWM CyOBEKTa IEPCOHATBHBIX NAHHBIX WM APYTHX IHII
TGO WHBIM 06pa30M 3aTParuBaioliX IpaBa ¥ cBOOOJIEl CyOBeKTa IepCOHANBHEIX
JAHHBIX WX APYTUX JIUIL.

McrouyHAK Yrpo3bl OesonacHocTH uH(opManun — CyOBeKT TOCTyIIa, MaTe-
PUATEHBI 00BEKT Wi (GH3MHEEcKoe SBIEHNE, SBISIONHECS PHYHHON BOSHUKHOBEHNS
yIpO3bl 6€30MACHOCTH HHOPMALIAH.

KonTponupyemasi 30Ha — IIPOCTPAHCTBO (TePPATOPHS, 3MaHIS, 9acTh 3MaHN,
IOMEIIeHAe), B KOTOPOM HCKIGOYEHO HEKOHTPOIHpyeMoe HpeObIBaHMe II0CTOPOHHHX
JIAII, & TAKOKE TPAHCIIOPTHBIX, TEXHAYESCKUX 1 MHBIX MaTCPHATBHbIX CPE/ICTB.

KosduaeHnuaabH0CTh NePCOHAIBHBIX JaHHBIX — O0A3ATENBHOS I
COOIFOIEHHS OEPATOPOM FITH MHBIM HOJIYyUMBIIAM IOCTYI K TIEPCOHANBHBIM MAHHBIM
JMIOM TpeGOBaHME He IOMyCKaTh WX DPACHPOCTpaHeHHe Oe3 corvacus CyObeKTa
TIEPCOHANBHBIX JIAHHBIX FITH HATHHMs. HEHOTO 3aKOHHOTO OCHOBAHHA.

Me:xceTeBoll IKpal — JOKATbHOE (OXHOKOMITOHSHTHOS) WM (GyHKIMOHATBHO-
pacipefielleHHOe IPOrPaMMEOE  (IIPOrpaMMHO-AIIIAPATHOE)  CPELICTBO (KOMILIEKC),
peanmsyiomee KOHTPOIb 33 WHpOpMaIel, IOCTynalomel B HHpOPMAIHOHHYIO CUCTEMY
TIEpCOHANBHBIX JIAHHBIX ¥ (WUTH) BEIXOIAIIEH 3 MHPOPMAIMOHHON CHCTEMBI.

Hapymureanb $e300aCHOCTH HEPCOHANBHBIX JAHABIX — QU3AECCKOS JIHIID,

CITyHalHO WV TIPEIHAMEPCHHO COBEPITIAFOMIEE ACHCTBES, CTIEICTBACM KOTOPBIX ABIIACTCS



HapyllleHre Oe30IacHOCTH TTePCOHAIBHEBIX JAHHBIX IPH HX 00paboTke TEXHHYeCKIME
CpEJICTBAMY B WHPOPMAITMOHHBIX CHCTEMAX IICPCOHAIBHBIX TAHHBIX.

HeapromaTusupoBangass 00padoTKa NepPCOHAJBHBIX JaHHBIX —
06paboTKa MepCOHANBHEIX JIAHHBIX, COZICPKAIEXCs B UH(QOPMAIMOHHON CHCTEME
NepCOHANLHBIX JAHHBX JHOO H3BICUEHHBIX W3 TAKOM CHCTEMBI, CUMTAETCH
OCYIIECTBICHHOM 6e3 HCIIONB30BaAHA Cpe/CTB ABTOMATH3ALUA
(HEeaBTOMATH3UPOBAHHOM ), €CIIA TaKMe NEUCTBUS ¢ IIEPCOHANBHBIMY JaHHBIMHE, KakK
WCIIONIB30BAHAE, VTOYHEHWE, PacIpOCTpaHeHHre, YHHYTOXKCHHE IEPCOHANBHBIX
JAHHBIX B OTHONICHWH K&KIOr0 U3 CyOBEKTOB ICPCOHAIBHBIX JaHHBIX,
OCYINECTBILSIFOTCS TP HEIIOCPEACTBEHHOM YIaCTUy YeI0BeKa.

HenexJapupoBaHHbIe BO3MOMKHOCTH — (QYHKIMOHAIBHEIE BO3MOXHOCTH
CPENCTE BEIYWCIMTENBHON TEXHVIKH, HE OINCAHHBIC MM HE COOTBETCTBYOIIWES
OIMCAHHEIM B JOKYMEHTALIHH, IIPY HCIIOIB30BAHUK KOTOPHIX BOSMOXKHO HAPYIICHHEC
KOH(UICHIMATBHOCTH, JOCTYIIHOCTH WM IeNOCTHOCTH —00pabaTsiBacMOH — MH-
thopmaruu.

HecanKUHOHHPOBAHHBIH A0eTyll (HeCAHKIHOHHPOBAHHbIE AeHCTBHS) —
JOCTYI K MH(OpMAIMY Wi JeiCTBI ¢ FHQOpMAIMEH, HapyIaioie IpaBria pas-
TPaHMYEHHS JOCTYlla C WCHONB30BAHMEM INTATHBIX CPEACTB, IIPENOCTAaBIACMBIX
HH(GOPMAIMOHHEIME CHCTEMaMK LIEPCOHATBHBIX JIAHHBIX.

Hocurens andopManun — QU3AHecKoe JHNO WM MATePHaNbHEIA 0OBEKT, B
TOM 9HCIE GUIHIECKOE 10T, B KOTOPOM MH(DOPMAITHS HaXOIUT CBOE OTPLKCHKS B BUIC
CHMBOJIOB, 00pas0B, CHTHATIOB, TEXHAYECKAX PEIICHHHA U TPOLECCOB, KOMMUECTBCHHbIX
XAPaKTEPUCTUK QUINIESCKUX BEINVYULH.

O0e3IMYUBAHHE NEPCOHAIBHBIX JAHHBIX — JCHCTBHS, B pe3ylbTaTe
KOTOPBIX CTAHOBHTCS HEBO3MOXHEIM 0€3 MCIONB30BAHUS IOTONHUTEIbHOU
HH(OPMAIIAH OLPENeTUTh IPHHAUIeKHOCTD IEPCOHATBHBIX JaHHBIX KOHKPETHOMY
CyOBEKTY ITePCOHANBHBIX JAHHBIX.

O6paGoTKa NepcoHANLHBIX JAHHBIX — H000¢ JeHcTBre (Omeparyis) Wik
COBOKYIHOCTH [IeHCTBHH (Omepaliii), COBEPIIAEMEIX ¢ MCIIONH30BAHKEM CPEICTB

aBTOMAaTHU3allHl WM 0e3 WCIIOIB30BAHWSA TAKUX CpeacTB € IEPCOHAIBHBIME



NAHHBIMH, BKIIOYas cOop, 3aIMch, CUCTEMAaTH3ALlMI0, HAKOIUIEHHE, XPaHCHHE,
yrouneHre (OOHOBIEHHE, W3MEHCHWE), M3BIEYCHHE, WCIONB30BAHUE, IIepenady
(pacIpocTpaneHze, TIpefoCTaBlieH e, TOCTYI), 00e3TMIuBanue, ONOKHPOBaHKE,
yhageHnne, yHUUTOXESHUE IIePCOHATbHBIX TAaHHbBIX.

O6menocTynHble NepcoHAIbHBIE AaHHbIe — IIEPCOHANBHBIE IAHHBIC,
TOCTYII HEOIPAHWYEHHOTO Kpyra JHI[ K KOTOPBIM IIPSJIOCTABICH C COIVACKA
cyOBbeKTa TMEePCOHANBHBIX JaHHBIX WM Ha KOTOPBIE B COOTBETCTBMH C
deneparbEBIME  3aKOHAMH HE  PacIpoCTPampsAeTCs TpefoBaHue COOIMOCHMS
KOHQUAECHIHAILHOCTH.

Onepatop (UEPCOHANBLHBIX JAAHUBIX) — rOCYJapCTBEHHBIN  OpTramH,
MYHHITAIAIGHEIN Opras, FOPAAAIecKoe WK (GH3NYECKOe JIHUIO, CaMOCTOATEIRHO
WM COBMECTHO C IPYIHMME JMIAMH OPTaHU3YIOmHE H (VIIH) OCYIIECTBILTIOIHAS
06paboTKy TIepCOHANBHBIX JAHHBIX, & TalKe ONpPENeLIromne NeiH 06paboTku
TIepCOHANLHBIX JAHHBIX, COCTAB IEPCOHALHBIX JIAHHDIX, MOJIISKAIIX o6paboTke,
neficTBuA (OIEpALUn), COBEPITaeMBIE C IEPCOHANLHBIMA JaHHBIMH.

TexuuuecKne cpeacTsa HH(POPMANHOHHOH CHCTEMBI NEePCOHAIBHBIX
JAHHBIX — CPEJICTBA BEIUUCIUTENBHON TEXHAKY, MHPOPMAFOHHO-BRIMUCIAICIBHEIC
KOMITIEKCHI F CETH, CPEICTRA M CHCTEMBI ITepe/iasy, iprema 1 obpabotku L1I/TH (cpencisa
U CHCTEMFBI 3BYKO3AIINCH, 3BYKOYCHICHHS, 3BYKOBOCIPOW3BEICHMUS, MEPErOBOPHBIC H
TEJIEBY3FOHHEBIE YCTPOIMCTBA, CPEeICTBa H3TOTORIEHHS, TUPXUPOBAHAA JTOKYMCHTOB 1
JIPyTHE TeXHUYECKHE CPefcTBa 00pabOTKY PeYeBOH, rpaduIecKol, BANEO- I OyKBEHHO-
UG POBOH MHMOPMALILH), IPOIPAMMHEIE CPEAICTBa (OMEPATOHHERIE CHCTEMBL, CHCTEMBI
yIIpaBITeHrs 6a3aMH JAHHBIX ¥ T.IL), CPEJICTBA 3aIlTHI MHQOPMAIH, IPUMCHICMEIC B
HHQOPMAIMOHHBIX CHCTEMAX.

Iepexpar (MH(pOpPMANMH) — HEIPABOMEPHOE IIOMyICHHC uHPOPMALUU C
HCIIONB30BAHMEM TEXHHYECKOTO CpPEICTBA, OCYINEeCTBILIOMEro 00HapyKeHHe,
npreM U 06paboTKy #HGOPMATHBHEIX CUIHAIIOB.

Tlepcoranbable AaHHBIe — M00ad WHGOpPMALHA, OTHOCAMAACA K IPIMO
JTA KOCBCHHO OIPEACHeHHOMY WM OmpefenseMoMy (U3HIeCKOMY ALY

(cyOBEKTY IEpCOHAIBHBIX TAHHBIX);



IMo6oyHBIe  3JEKTPOMATHUTHBIE  HM3JyYeHUs: W HABOAKH  —
SNEKTPOMATHATHEIE M3ITYdeHWs TEXHAYECKHX CpescTB 00paboTky 3amuiiacMol
mHQOpMALUY, BO3HMKAIOIIWE Kak I00o4YHOe  sBICHHE M  BBISBAHHEIC
5IEKTPHYECKAME CHTHATAMY, TeHCTBYIONMME B MX JNEKTPHICCKUX M MATHUTHBIX
LK, & TakKe 3MEKTPOMATHATHBIE HABOIKY STUX CUTHANOE Ha TOKOIPOBOALIINS
JTMHWAW, KOHCTPYKIIAH M TN TTHTAHFS.

TloMHTHKA  «Y4ACTOrO0  C€TOJIa» —  KOMIUIEKC  OpraHM3allMOHHBIX
MGpOH.prIﬂTPH‘:I, KOHTPOINMPYIONAX ~OTCYTCTBHE B3alMCEIBAHAL Ha OyMaKHEIS
HOCHTENM KIIoueil W arpubyToB mocTyma (maponeif) M XpaHeHWws WX BOJNM3M
00BEKTOB JIOCTYIIA.

Ioap30BaTens HA(GOPMANMHOHHOH CHCTEMbl HEPCOHAIBHEIX KAHHBIX —
WO, ydacTByiomlee B  (YHKIMOHMPOBAHMM HHGOPMALMOHHOA — CHCTEMBL
[IePCOHATBHEIX JJAHHBIX WK UCIIONB3YIOMIee PE3YIbTATh! €¢ (yHKIHOHUPOBAHYSL.

IIpaBuia pasrpaBHYEHHs JOCTYNA — COBOKYIIHOCTb IPABHJI, PETIIAMCHTH-
PYIOIIEX OpaBa IOCTyIla CyGBEeKTOB H0CTyna K 00beKTaM JOCTyIIa.

TporpaMMHas 3aKIaAKA — KOJ IPOTPAMMEL, IPEHAMEPSHHO BHECEHHBIA B
IPOTPaMMy C HeJTBI0 OCYIICCTBUTE YTEUKY, H3MEHHUTh, OIOKHPOBATh, YHIITOXHUTE
MH)OPMALIAIO HITH YHHYTOXHT W MOAUGIMITEPOBATE MPOrpaMMEoe 0becreenye
WEHQOPMAIIIOHHON CHCTEMB! [EPCOHAIBHBIX TaHHBIX U (¥iK) GIOKMPOBATE arlla-
paTHBIE CPEICTBA.

IIporpaMvuoe  (IPOrpaMMHO-MATEeMATHYECKOe)  BO3JeHCTBHE  —
HEeCAHKIMOHMUPOBAHHOE  BO3ZelicTBHE Ha  PECYpPCHl  aBTOMATH3HPOBAHHOM
AEGOPMAITMOHHON CHCTEMBI, OCYINECTBIIEMOE C KCIONb30BAHMEM BPEIOHOCHBIX
IPOTPaMM.

PackphITHe ePCOHANBHBIX JAHHBIX — YMBIIUICHHOS HIH CIIydadHOe
HapyIeHne KOHQUASHIHATFHOCTH IEPCOHANBHBIX JaHHBIX.

PacnpocrpasenHe NMepcOHAIbHBIX JaHHbIX — NEHCTBHI, HAIIPABIICHHBIC

Ha paCKpBITI/Ie DEPCOHAIBHBIX JAHHBIX HEOUPEHACICHHOMY KPyTI'y JHIL.



Pecype nadopManuoHHO# cHCTeMbl — HIMEHOBAHHBIA SIIEMEHT CHCTEMHOTO,
TNPUKIaIHOTO WM anmapaTHOTO obecrnevenns  (QYHKIHOHMPOBAHUS
HH(OPMaITOHHOH CHCTEMBL.

Crnenna/jbHble KATETOPHH MEPCOHANBHBIX JAHHBIX — [OEPCOHAILHBIC
IaHHble, KACaOIMUecs PACOBOM, HAITMOHAIBHON IPWHAIEKHOCTH, IIONMHTHISCKIX
B3TII[0B, PEIMTHOZHEIX Wik (Quiocodcknx ybexmeruif, COCTOARMSA 3M0POBRA U
WHTAMHOM KH3HH Cy0beKTa IIepCOHABHBIX JaHHBIX.

CpeacTsa BLIYMCIATEILHOMH TeXHHKHA — COBOKYITHOCTB IPOIPAaMMHBIX K TeX-
HAYECKUX 3EMEHTOB CHCTEM 00pabOTKH JI@HHBIX, CHOCOOHBIX (YHKIMOHHPOBATH
CaMOCTOSTEIIHHO MK B COCTAaBE APYTHX CHCTEM.

Cy6bexT gocryna (cyGbexT) — JIMIO HIM HPOLECC, NSACTBHS KOTOPOro per-
JTaMEHTHPYIOTCS IpaBuiIaMi pa3srpaHdeHNs 10CTYIa.

TexnuvecKHi KaHaJA YTe4KHd HH(OPMAHH — COBOKYITHOCTb HOCHTENL UF-
dopmarmum  (cpencTBa 06pabOTKY), (QM3MYECKOR CpPEJBl PACTIPOCTPAHCHHSA uradOop-
MATWBHOTO CHTHATA I CPEICTB, KOTOPBIMHE OOEIBASTCS 3aIpaeMas HHHOPMaIs.

Tpadcrpann4Hasi Iepexada IEPCOHAILHBIX [AaHHBIX — Iepesata
MepcoHANbHBIX ~JAHHBIX ~oOmepaTopoM depesd I'OCYNapCTBEHHYHO —TIpaHMIy
Poccuiickoii  @egmepamuw  Oprapy  BIaCTH  HHOCTPAHHOTO  TOCYIapCTEBa,
QH3EIEeCKOMY WM IOPHARUECKOMY JIMIY HHOCTPAHHOTO FOCYIapCTBa.

Vrposbl 6e30acHOCTH NePCOHAIBHBIX FAHHBIX — COBOKYIHOCTS YCTIOBHH U
(haKTOPOB, CO3MAIONTHX OLACHOCTH HECAHKIMOHUPOBAHHOTO, B TOM UHCIIe CIy4aiHOro,
JIOCTYTIA K TIEPCOHABHEIM IAHHBIM, PE3YIIHTaTOM KOTOPOTO MOXKET CTaTh YHUHTOXKCHHC,
M3MeHeHHe, OIIOKIPOBAHME, KOLIMPOBAHNUE, PACTIPOCTPAHEH}E TIEPCOHANBHBIX TAHHDIX, a
TAKKe MHBIX HECAHKITAOHAPOBAHHEIX eficTri pr uX 06paboTke B MHGOPMAIMOHHOH
CHCTEME TIEPCOHANTBHBIX TAHHbIX.

VHHYTOXKEHHE NepPCOHANbHBIX [JaHHBIX — [CHCTBHI, B Ppe3yIbTaTe
KOTOPHIX CTAHOBHTCS HEBO3MOXHBEIM BOCCTAHOBHUTH COZEPIKAHHUE LEPCOHATBHBIX
MAHHEIX B WEMOPMALEOHHON CHCTeMe IEpCOHANBHBIX NaHHBIX H (W) B
PE3yTILTATe KOTOPHIX YHHYTOXKAIOTCA MATCPHANBHBIC HOCHTENM MEpCOHANBHBIX

JTAHHBIX.
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YTeuka (Gamumaemoii) mAaGopMamHH IO TeXHHYECKHM KaHaJIaM —
HEKOHTPOIPYEMOE PaclIpocTpaHeHre NHPOPMALIIY OT HOCHTENS 3arrimaeMoi nH(op-
Mallii 4epe3 (PU3MYECKYI0 Cpefy 0 TEXHHYECKOIO CPEeICTBa, OCYIINCCTBIIAIOIIErO
niepexBaT HHPOpPMAIHH.

Ysa3BuMoOcCTh — €l1ab0CTh B CPENCTBAX 3aIUTHL, KOTOPYIO MOYKHO HCIIOIH30BaTh
JUIL HapyIIeHWs CACTEMEBI HITH COIEPKAIIEeHCs] B Hel HH(OPMAITHAH.

HenocTHoCcT, HHPOPMANNA — CIIOCOOHOCTE CPEIICTBA BEIMUCITMTEIILHOM TEX-
HUKH WA aBTOMATH3HPOBAHHON CHCTEMBI 00€CTIeUNBAaTh HEM3MEHHOCTE HH(OPMALK B

VCIOBHSIX CITy<aiHOTO W/VIH IPEIHAMEPEHHOTO FHCKaXKESHIS (PaspyIHeHHs).



OBO3HAYEHHUS U COKPAIITEHHS

ABC — aHTHBHPYCHEIE CPEACTBa

APM — aBTOMATH3UPOBAHHOE paboyuee MeCTo

BTCC — BcoMOraTenbHEIC TEXHIICCKUE CPEACTBA H CHCTEMBI
HCTT/Tz — mHGOpMAIFOHHAST CHCTEMA [IEPCOHANBHAIX NAHHBIX
K3 — xorTponmpyemasd 30Ha

JIBC — nokaibHas BEIYUCIIATELHAS CETh

M3 — MeXCceTeBOH SKpaH

HCJI — HecauKImOEMPOBAHHBIN JOCTYII

OC — onepanoHHas CHCTEMa

T1JTa — mepcoHanbHbIe JaHHBIS

TIMB — nporpaMMHO-MaTeMaTHIECKOe BO3NEHCTBIE

T10 — mporpamMHuOe obecrieueHe

TIPMUWH — to6ouHbIe 37IeKTPOMArHITHBIE W3ITYYeHUs ¥ HaBOIKY
CA3 — cucreMa agHanu3a 3all[UIICHHOCTH

C3U - cpezicTBa 3aiUThl HKHOOPMAIWH

C3IIIE — crcTeMa (TIOACHCTEMA) 3AlATH IEPCOHANBHBIX JTaHHBIX
COB — cricTeMa 00HAPYIKSHUSA BTOPKECHHH

TKY U — TexHpHecKye KaHabl YTeuKe nHpopMarmu

VBIIIi — yrpo3sl 0€30IaCHOCTH IEPCOHANBHBIX JIAHHBIX

11
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BBEAEHUE

Hacrosmas Ilommruka wumbopMandoHHONH Oe3omacHocTH (fayee —
IHomurrka) B oOmecTBe ¢ orpammueHHOM oTBercTBeHHOCTHIO "OKOTPAHC"
(nanee 1o Texcty — 000 «OKOTPAHCY), sBiseTcs opHIHaTbHEIM TOKYMEHTOM.

Tlogutuka paspaboTaHa B COOTBETCTBHM C ILEIIMH, 38dadaMu U
NpUHIKAIAME obecrieueHrs 6e30MacHOCTH NMEPCOHANBHBIX JaHHbIX M3JI0KESHHBIX B
ITonoxenuu rrpopMarmonHoil 6ezomacuoctr MCIIIH OO0 « 9KOTPAHC».

[lonmutuka paspaboTaHa B COOTBETCTBHH ¢ TpeGoBaHusMu DeepalbHOTO
3axkoHa or 27 mons 2006 T. Ne 152-@3 «O mepcoHalbHBIX [a8HHBEIX», Ha
OCHOBaHUU:

—  TpeGoBammif k 3amuTe IEPCOHANBHEIX J@HHBIX HpH HX 0OpaboTke B

“HQOPMAIMOHHEIX ~CHACTEMax IIePCOHATBHBIX HaHHBIX, YTBEPKIECHHBIX

TocranosnerueM [Ipasurenscrea PO or 01.11.2012 1. Ne 1119;

—~  Tlpwkaza ®CTIK Poccnw ot 18 depams 2013 roga Ne 21 «O6 yrBepK/IeHIH
CocTaBa ¥ COAEpXAaHWsA OPTaHW3AIlMOHHBIX M TEXHWYCCKMX Mep II0
ofecedenmio 6e30IaCHOCTH MEPCOHANBHEIX NaHHBIX NIPH UX 00paboTKe B

I/IH(l)OpMaHI/IOHHBIX cHUCTEMaX IePCOHAIBHBIX JAaHHBIX),

—  THDOBBIX TpeGOBaHMHI O OPTAHK3AIINH B 00SCIEUCHHI0 (yHKIMOHNPOBAHI
mE(POBATBHEIX  (KpUITOrpadUIecKnk) CpencTs, MpeaHasHAYCHHBIX I
3aIDUTEl  WHGOpMAIlMK, HE CORepXKalled CBeHeHwH, COCTABIIAIOIMX
rOCyJapCTBEHHYIO TaliHy B ClIydae M3 HCIONB30BaHMA it OOeCIeweHHs
0e30IIaCHOCTA  TEPCOHANBHBIX  HAHHBIX  OpH WX obpaboTke B
EHGOOPMAIMOHHEIX ~ CHCTEMaX IIEPCOHANBHBIX JTAHHBIX, YTBEPXK/ICHHBIX

pyxosozncteom 8 Ilenrpa ®CB Poccrm 21.02.2008 . Ne 149/6/6-662.
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B Ilonutuke ompejencubl TpeGosamms k mepcoramy MCILIH, creleHs
OTBETCTBEHHOCTH  IepcoHalma, CIPYyKTypa ¥ HEOOXO[MMBIH  ypOBEHB
3AIMUINEHHOCTH, CTaTyc = M JOIDKHOCTHBIE — OOS3aHHOCTH  COTPYJHHKOB,

OTBETCTBEHHBIX 32 obecreueHne Ge30nacHoCcTH nepeoHansHex fauaex B UCIIH
000 «3KOTPAHC».
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1.001mue moJ10KeHHUS

Iempio wHacrosmed I[lomuTHKM, SBILETCH obecreucHe 0Oe30IIaCHOCTH
06mextoB 3anmurtel OO0 «OKOTPAHC» oT Beex BHIOB YIPO3, BHCIIMHHX "
BHYTPEHHHUX, YMBIIUICHHEIX H HEIPEJAHAMCPEHHBIX, MUHAMU3ALA ymepba OT
BO3MOHOMN peammsaray yrpos 6esomacHoctd I a (YBILIH).

Be3omacHOCTh IEPCOHAIBHBIX NAHHBIX HOCTHIaeTCs IIyTeM WMCKIFOICHNL
HeCAHKIIMOHAPOBAHHOTO, B TOM YHCIIe CIyJaliHOIo, HOCTyTAa K ICPCOHATLHBIM
IaHHBIM, PE3YJETATOM KOTOPOI0 MOXKET CTaTh YHHYTOXKEHWE, H3MCHCHME,
BIIOKMpPOBAHKE, KOIMPOBAHHE, PACIIPOCTPAHEHHE HEPCOHATBHBIX TAHHBIX, & TAKKE
WMHBIX HECAHKI{MOHUPOBAHHBIX JICHCTBHH.

VindopMaIus ¥ CBS3aHHBIE C Heli Pecypehl NOJDKHEI OBITH MOCTYIIHBL A
aBTOPH30BAHHBIX moJb30BaTencil. JOIKHO OCYIIECTBIATHCA CBOCBPCMEHHOC
obHapykeHue ¥ pearuposanue Ha Y BIL.

JTOIDKHO ~ OCYIIECTBIBITBCS  HPEJOTBpAIleHNe  IPEJHAMEPCHHBIX KK
CIIy9afiHbIX, YACTHYHBIX HIIH TOJHBIX HECAHKI[MOHUPOBAHHBIX MOAPUKATANA My
VHWYITOXEHUI JaHHBIX.

CocTaB 00BeKTOR 3aImuThl IpejacraBleH B «llepednHe IepCOHANBHBIX
IaHHBIX, JIOAJIEKAITHX 3alIUTE).

Cocras MCII/Ix moiexalnnx 3aiiuTe, IpeacTapieH B «llepedHe HCIITa».
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2.001acTh AeHCTBHS

TpeGosamms wHacrosmiedfi I[lomWTuKu — pacmpoCTpaHslOTCA  Ha  BCEX
cotpynaukos OO0 «OKOTPAHC» (mTaTHBIX, BPEMCHHBIX, paboTarommx II0

KOHTPAKTY ¥ T.IL), & TAK)Ke BCEX IPOIrX JHLL (OAPSTINKH, &y TUTOPBI 1 T.IL.).
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3.CuereMa 3alIUTHI IEPCOHAIBHBIX JAHHBIX

Cucrema 3amuTel HepcoHanbHbix manmbix (C3ILAH), cTpomTcs Ha

OCHOBaHWH:

—  HWrorosoro oruera 06 obcnegoparmy YICII/1H;

—  Ortuera 0 pe3yibTaTax TPOBENEHNS BHYTpeHHeH Iporepku 3amuTsl [1I/IH Ha
OyMaKHBIX HOCHTEILAX.

—  Ilepedns mepcOHATBHBIX TAHHBIX, TOJISKAMINX 3alIUTE;

—  AxTa KIaccUpUKaAIy HHOOPMAITMOHHO! CHCTEMBI IEPCOHANBHBIX NAHHbIX;

—  Mogenu yrpo3 6€30macHOCTH HEPCOHATBHBIX IaHHBIX;

—  Marpuipl JOCTyIa IIONB30BArTeled K 3allHIIacMbIM HH(QOPMAITHOHHBIM
pecypcam UCILIH;

~  Pyxkopoasmux goxymeHToB @CTOK Pocenu 1 ®CB Poccun.

Ha oCHOBaHHH HTHEX JOKYMEHTOB OIpeseNsercs HeoOXOJHUMBIA ypOBEHB
sammumennoctd 110 xkaxmoit VMCILE OOO «IKOTPAHC». Ha ocHOoBaHHU
aHaTM3a aKTyanbHEX yrpos GesomacHoct: I1J{E omumcannoro B Mopemu yrpos,
NEeNaeTCs 3aKII0UeHrAE 0 HEOOXOAMMOCTH UCIIONb30BAHMS TEXHUIECKHAX CPCIICTE K
OpraHM3AlMOHEEIX ~MepOUPHSTHH Juis obecrederns 6e30IACHOCTH II/1g.
BriGpaHHsle HeoOX0IUMBlE MEPOIPHATHS OTpaxKaloTes B Ilnane MEPOTIPHATHN 110
obecrieueHuro 3amuTsl T1/H.

T UCITTa momxeH OBITH COCTABJIEH CIIHCOK HCIIONB3YEMbIX TEXHIHCCKUX
cpencte 3ammTel (namee - CIMCOK), a TaK e I[POrPaMMHOTO obecreueHus
yaactBytomero B oopadorke I1J1g, Ha Beex anementax MCTI/x:

— . APM mone30BaTeleH;

—  Cepsepa IPUIOKEHHIH;

—  CVbB/];

—  I'panmma JIBC;

—  KaHalOBR Iepe/lavy B CeTH OOLIero IONb30BaHUA B (WIX) MEKI(YHAPOAHOTO

o6MeHa, eciu Mo HuM mepenatotes [1IH.



B 3asucumMocts otT yposus samuimesHocTH VICIIT/IH M akTyaldbHBIX YTpo3,
C3ITJIH MOKET BKIIFOYATS CICIYIOIIHAE TEXHUIECKUE CPEICTBA!

- aHTI’IBHp)ICHBI.e cpeferBa il pabodunx CTaHIMN [10IB30BATENCH M CEPBEPOB;

—  CpeICTBa MEXCETeBOI'O 3KPaHHPOBAHMT,

—  cpencTBa KpunTorpaduueckodl 3alluTHl HH(pOpMAlMH, [PH Hepenade
3anMIaemMoi HGopMalyy 110 KaHaJlaM CBA3H.

Tak e B CHOWCOK [OOJDKHLI OBITH BKIIOYEHH (QYHKIHW 3allUTHI,
obecrieurBaeMble IITATHLEIMK CcpefcTBaMu oOpabotkm IIJ[H omepanuoHHBEIMA
cucteMamu (OC), mpuximameeM [I0 H  cHeNHATEHEIME - KOMILIEKCAMH,
PEATH3YIOMIAMY CPe/icTBA 3arUThL. CIMCOK (yHKITMH 3aIUTHI MOXKET BKIIOUaTh!
—  yHpaBJIeHHE W PasrpaHideHHe JIOCTyIa IOIb30BaTeeH;

—  PErHCTpAIMIO ¥ yHdeT NeHcTBHH ¢ HH(pOopMaIuei;
—  ofecreunBaTh IIEIOCTHOCTS JaHHEIX;
—  NPOU3BOAWTE 0OHAPY>KEHMH BTOPIKESHUH.

CHOHCOK HCIONB3YeMBIX TEXHHYECKUX CPEACTB oOTpaxaercs B «llmame
MEPOUPHATHN 110 OOECIIeUeHHIO 3alllUTEl IIEPCOHAIBHBIX JaHHBIX). Crmcox
HCIHOJB3YEMBIX CPEJICTB AOIDKEH NOANECPIKUBATHCS B aKTyallbHOM COCTOSHHM. [pm
M3MEHEHMY COCTaBa TEXHWUECKMX CpEJCTB 3amuThl win snemenTos MCIIH,
COOTBETCTBYIOIIHE W3MEHEHIS JOIDKHBI ObITh BHECEHE! B CIIMCOK ¥ YTBEPXKICHbI
pykosogurenem 000 «OKOTPAHC» wnm nwuoM, OTBETCTBEHHBIM 32

obecneuenne 3amuTsl [I/1H.
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4.Tpebosanust k nogcacremam C3NTu

C3I1IE BKIHOUaET B ce0s CIeMYOIIHS OACACTEMEL:
—  yUpaBJICHWS AOCTYIIOM, PEIUCTPALY K y9eTa;
—  obecneueHus [eNOCTHOCTH K JIOCTYIIHOCTH;
—  aHTWBHWPYCHOH 3aIIATEHL
—  MEXCeTEBOT0 SKPaHMPOBAHN,
—  aHanM3a 3aliflIeHHOCTH,
—  obHapyXeHUs BTOPKESHUH;
—  xpunrorpa@uYecKo# 3aIHTEL

TMoxcueremsr C3TTIE mMeI0T PasIAIHBIM (QYHKIHOHAT B 3aBHCAMOCTH OT
wracca VICTI[H, OIpeieNeHHoro B «AKTe KraccHbHKxaImy AHQOPMAITHOHHOH
CHCTEMBI IIePCOHANBHBIX JaHHBIX». CIHCOK COOTBETCTBHA QYHKIHH TTONCACTEM
C3I1JlH xmaccy 3aIlMINEHHOCTH IIPEICTAaBICH B TCXHHICCKOM 3alaHMKA 110
CO3MAHMI0 CHCTEMBI 3allUThl HHQOPMAIIHH nHGOPMAIMOHHON  CHCTEMBI
TIEPCOHANBHBIX TaHHbBIX.

TTomcucTeMbl YIpaBJICHIMA JOCTYIIOM, PErUCTpaliiy K YUETa

TTofcHCTeMa YIpPaBIeH:s. JOCTYIOM, PETUCTPAluy 1 yueTa NPeAHasHaicHa

UL peaTi3alli CIEAYOMAX (y HKIHH:

—  wHeHTW(HKANWH ¥ IpoBepKa IOIMHHOCTH cyOBEKTOB JIOCTYIIA TIPU BXOIE B
NCITH;

—  wjcHTH(UKAIMM TEPMHUHATOB, Y3IOB CE€TH, KaHANOB CBASH, BHEITHUX
YCTPOMCTB IO JIOTUYECKIM HMEHAM;

—  ppeHTAQUKAAKM IPOTPaMM, TOMOB, KaTajlOros, daiiioB, 3ammcel, IoIeH
3armce 1o UMeHaM,

~  perdcrpaiuu BXofia (BBIX0Za) CyOBEKTOB OCTYIA B chcTeMy (13 CHUCTEMBI),
60 PETHCTPAIlAs 3arpy3K K HHALIMATA3AIAH OTIEPAITMOHHOMA CUCTEMBI U €€

OCTaHOBA.
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—  permcTpalyi IOIEITOK JOCTYlAa NPOIrPaMMHEBIX  CPENCTB (tporpamM,
IIPOIIECCOB, 33,124, 3a1aHit) K 3aIIUIIacMbIM (ariam;

—  PerNCTpAaliH IOIEITOK [OCTYHA MNPOTPAMMHBIX CPEICTB K TEpPMHHAIAM,
KaHATAM CBSI3H, TIPOrpaMMaM, TOMaM, Karajoram, (aiiaM, 3aIucsm, [OIM
3aIMCeH.

TTopcrcTeMa YIPABIEH s, JOCTYIIOM MOXET OBITh pealn30BaHa ¢ IOMOMIBIO
IITaTHEIX cpenctB obpabotkm ITE (omepanyOHHEIX CHCTEM, HPUIOKCBUN H
CYB/T). Tax e MOXeT GBITh BHEAPEHO CIECIHMANBHOE TEXHIIECKOS CPEICTBO 581941
WX KOMIUIEKC OCYINECTRISIONIME TOTOIHUTESIBHBIE MEPhI 110 ayTeHTU(QUKAIAE U
KOHTpOMO. HarprMep, NpHMEHEHWE COMHBIX XPaHWIMIL yHCTHRIX 3anucei
TIONIb30BaTENeH u PETUCTPATHOHHOM uHbOPMALIHH, WCTIOJE30BAHIE
HUOMETPUIECKHX W TEXHMIECKHX (C TOMOINBIO SJIEKTPOHHEIX IIPOILyCKOB) Mep

ayTeHTU(DUKAIMY H IPYTHX.

Honcucrema obecreyeHMs LISJIOCTHOCTH ¥ JOCTYITHOCTH

TToncucTeMa ofecTederust IENOCTHOCTH ¥ JTOCTYITHOCTH IpeAHAsHAICHA
qis  obecmedeHMsS IENOCTHOCTH K jocTymHoctd 1IJH, TpOrpaMMHBIX H
ammaparusix cpexcrs VICIIr OO0 «DKOTPAHC», a Tak e CpeICTB 3alllUTEL,
IpH CIy4aiiHOY My HaMEPEHHOH MOIE(hUKAITH.

[lojcucTeMa peamusyeTcss ¢ IOMOIIBIO — OPraHu3alii  Pe3CpBHOTO
KOIIEPOBAHHs 00pabarbBaCMBIX JAHHBIX, & TaK Xe PE3CPBUPOBAHMEM KIFOIEBBIX
snemenToB UCITJTH.

TlomcucTeMa aHTHBUPYCHOM 3aIUTEL

IlofcucTeMa AHTHBADYCHOM 3alllATHl TpeJHAa3HAUEHA JULL O00CCICTeHHS
AHTUBUPYCHON 3amuThl cepsepoB u APM  momesoparenedt UCIiiz 00O
«OKOTPAHC».

CpeficTBa  AHTMBUPYCHOHM 3aIIMTBl [PETHA3HAYCHBl JULT PCealH3allii
CIEMYIOIIX (PYHKIHHA:

—  pe3WjIeHTHbI aHTUBUPYCHBIM MOHUTOPHUHL;

—  aHTHBUPYCHOE CKAHHDPOBAHWE;
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—  CKpUIT-ONIOKAPOBAHHUE;

—  [IeHTpalU30BAHHYIO/YIATCHHYIO YCTAHOBKY/NEHHCTAIULIIIIO aHTHBHPYCHOTO
OpOJYKTa, HACTPOHKY, aJMHHHCTPHPOBaHME, I[IPOCMOTP OTYETOB H
cTaTHCTHYeCKod HEdOpMaIyH 1o paboTe IPOAyKTa;

—  aBTOMATH3HPOBaHHOE 00HOBIEHHE aHTHBHPYCHBIX 0a3;

—  OrpaHHMYeHHe I[IpaB IIOJIH30BaTeld Ha OCTAHOBKY HCIONHACMBIX 3aqad i
H3MEHEHUS HACTPOEK aHTHBUPYCHOTO IIPOrPaMMHOTO 00eCTIeeHus;

—  aBTOMAaTHYeCKHii 3aIycK cpasy TOCTe 3arpy3Ky OePallHOHHON CHCTEMEL.

IToncrcTeMa peantusyeTcs IyTeM BHEIPEHH CIEIHalbHOT0 aHTHBUPYCHOTO

nporpaMmMHoro ofecnedernsa Ha Bee snemerTs NCIIH.

[HoncucreMa MEXKCETEBOTO DKPAHMPOBAHIA

TlocrcTeMa MEKCETEBOTO DKPAHUPOBAHIA IPEAHA3HAUCHA JITI PeaTH3aI[iH

CIEAYFOIITHX (Y HKITHIA:

—  (QUIBTpAIUH OTKPEITOTO K 32 (POBAHHOTO (3axpsrroro) IP-Tpaduka,;

—  ¢uxcammm BO BHYIPCHHHX OKypHamax MHQOpMalUH O IPOXOAIMEM
OTKpEITOM ¥ 3aKpbIToM IP-Tpaduke;

—  uHeHTHOWKAOWH U ayTeHTHOUKAIMIO aIMUHICTPATOpa MEKCETEBOr0 dKpaHa
IIPH €T0 JIOKAIBHEIX 3aIpocax Ha JOCTYT,

—  perucTpauyy BXoma (BEIX0JA) AIMUHHCTPATopa MEXCETEBOIO SKpaHa B
crcteMy (M3 CHCTeMBl) JmOO 3arpy3KHM U WHHITAANW3aIMU CHCTEMBI M ©C
TPOrPaMMHOI'0 OCTAHOBA,

—  KOHTpOIS HENOCTHOCTH CBOEi porpaMMHON 1 HH(OPMAIMOHHOR JacTH,

—  QUIBTpalyH MTaKEeTOB CIyXXeOHBIX IPOTOKOJIOB, CIIyXKaIluX IS AAAarHOCTUKK
U yIIpaBieHns paboToM CeTeBRIX YCTPOUCTB;

—  (uibTpamEE ¢ yYeTOM BXOJHOTO M BBIXOJHOTO CETeBOro HHTepdeica Kax
CPEICTBO TIPOBEPKY ITOIIMHHOCTH CETEBBIX alPeCcOB;

— PErucTpanpy U y4eTa 3arpalnuBacMbIX CEPBUCOB IIPUKIIaTHOTO YPOBHA,
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—  GIOKMpPOBAHHS JOCTYIAa HEUNCHTA(QUIMPOBAHHOIO 0OBEKTa MIH CyOBeKTa,
IIOJIMHHOCTE KOTOPOTO TIPH ayTeHTA(QUKAWH He IOATBEPAMIACEH, MCTOIAMH,
YCTOWYMBBIMH K II€pEXBaTy;

—  KOHTpOIS 38 CETEBOM aKTHBHOCTBHIO IIPHIONKEHHM U OOHADPYXEHWS CETEBBIX
aTax.

Tlopcucrema  pealusyeTcss  BHEAPEHHEM  IIPOrPAMMHO-AIIapaTHBEIX

KOMIUIEKCOB MEXCETEBOT0 3KpaHupoBarnys Ha rpanmite JIBC, knaccom He Hike 4.

TlomcucTeMa aHAIK3a 3alUINEHHOCTH

[omcrcTeMa aHallM3a 3AlIMAINEHHOCTH, JOJKHA 00€CIeYMBATEH BBISBICHHL
ys3BUMOCTel, cBA3aEHbIX ¢ ommOkamu B kKoHpmrypamum 10 WUCIT/H, koTopsie
MOTYT OBITh WCIIONH30BaHEl HAPYIIHUTEIEM AT peain3allii aTaKu Ha CHCTeMY .

DYHKUHOHAI IOJCUCTEMEl MOXET OBITh pealm30BaH IPOTPAMMHBIME 7

OporpaMMHO-aImIapaTHbIMK CPECICTBAMH.

TloncncTema 00HAPYKCHIS BTOPKEHWA

TToxcucTeMa 0BHAPYKESHNS BTOPXKCHUH, TOIDKHA 00eCTIeurBaTh BHIIBIICHHAE
ceTeBBIX arak Ha onementsl WCIIJIH momxmodenHbie K ceTsM  OOIIEro
TOJIB30BaHMS U (WJIK) MEXIYHAPOTHOIO 0OMeHa.

OyHKIUOHAN TOICHCTEMBl MOXKET OBITh pean30BaH IPOTPAMMHBIMU K

IPOTPaMMHO-aNIIaPATHEIMU CPEACTBAME.

lloJjiccTeMa KPHITOIP aQHIEeCKON 3aIIUTEL

HozcucTema KpunTorpaduaeckol 3alUTh! IPEHA3SHAYCHA /I HCKITOCHIA
HCH x zammmaemoit madopmammu B VCIIJln OO0 «9KOTPAHC», mpu ee
mepeflaull O KaHamaM CBA3KW ceTed obmero TONB30BaHMA M (zuma)
MEXKITYHAPOIHOTO 00MeHa.

ToncucTeMa peamM3yercsl BHEAPEHUS KPUITOIPaQUIECKUX IIPOTPAMMHO-

anHapaTHbIX KOMILICKCOB.



22
5.Houan3oBaTean HCILIn

B Ilonoxenur wHGOPMAIMOEHON 0€30IACHOCTH ONPEASNICHBl OCHOBHLIC
KaTeropud moissoBarencit. Ha ocHoBaHWM STHX KaTerOpwd JIOTDKHA OBITH

IpoU3BejicHa THIM3AIES IONb30BaTCICH NCIIIn, omuperneneH WX YPOBCHDb

JTOCTYIIA ¥ BO3MOYKHOCTH.
B UCIIIx 000 «3KOTPAHC» MOXHO BBLISIHTH CICAYOINHE IPYTIIHL
ToTB30BATENEH, YHACTBYIONINX B 00paboTke 1 xpanerwy L1JIH:
—  Apmvummmcrpartopa MCIIH,
—  ApgmunmcTpaTopa 6€30IMaCHOCTH;

—  Omneparopa APM;

JlapmEle © Ipyomax [oJb30BaTeliX, YypoOBHE —HMX JIoCTyla H
rEOPMUPOBAHHOCTA JOIDKEH GHITH oTpaker B Marpule IoCTya [oJb30BaTeNeH

K 3aITUIAeMBIM HHEGOPMAaIMOHHEIM PeCypCOB.

Amvusuctparop UCTHIn
Amvmamctpatop  UCIH, corpymauk 000 «OKOTPAHC»,

OTBETCTBEHHBIM 33 HACTPOMKYy, BHENpEHWEe M  COIPOBOXICHHC NCIIx.
O6ecieunBaeT QyHKIMOHEPOBAHAE MOJCUCTEMBI YIPABICHUA JOCTYIIOM WCII =
¥ VIOJHOMOYEH OCYIIECTBIATh NPE/(OCTABNCHAE W PasTpamMHCHUe AOCTYMa
xomeuroro mnomezoBarens (Omeparopa APM) ¥ osneMeHTaM  XpaHAIIM
HIEPCOHANBHBIE TAHHEIC.
Anvuructpatop WCII[Ia ofbnagaer creylolluM ypoBHEM ROCTyHa 1
3HAHWN!
—  obmamaer momHOHN mEbOpMaIell 0 CHCTEMHOM Y NPHKIATHOM JIPOTPaMMHOM
obecneuenum UCIT g,

—  obnamaer monHOM MEGOpMAIUEH 0 TEXHUIESCKHUX CPEICTBAaX 1 KOH(HTYpalyy

VCTIx;
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—  WMeeT JOCTYI KO BCeM TEXHWUECKUM CpencTBaM oOpaboTky HEQOpPMAIi A

maaaeiM UCIE;

—  obnajaeT NpaBaMu KOH(GUIYPUPOBAHWS ¥ aJMHHUCTPATHBHOM HACTPOMKH

texamyeckux cpercrs MCILIH.

AJIMHHUCTPATOPD 0e30IacCHOCTH

ApvunrcrpaTop 0€30IIacHOCTH, COTPYHHMK 000 «BKOTPAHC»,
OTBETCTBEHHEIH 3a (QyHxnmommposanume C3IIH, BRIHOYas OOCHyXMBaHAC H
HACTPOMKY aIMAHUCTPATURHOH, CEPBEPHOM U KIIMEHTCKOU KOMIIOHEHT.

AnMUHECTpATOp 6€30MacHOCTH 00NIaaeT CIeAyIOUM YPOBHEM JOCTYA 1
3HAHWH:

—  o6nanaer npasamu Anmurrcrparopa UCIHIg;

—  obnamaer mongoi nadopmanueit 06 MCIITH;

—  @Meer JOCTYH K CPEeACTBaM 3alATEl MH(YOPMAal[MH U MPOTOKOIUPOBAHMA 1 K
yacTH KioueBbix sneMenToB ICTL/IH;

—  He WMeeT IPaB JOCTyNa K KOHGUTYPUPOBAHUIO TEXHUIECKIX CPE/ICTE CETH 34
FCKITFOUEHHEM KOHTPONBHBIX (MHCICKI[HOHHBIX).

ApMuEECTpaTop 08300aCHOCTH YTIOJHOMOYCH:

—  peaJyM30BBIBATL ITOJUTHKH 6esonmacEoct B wuacth Hacrpoiiku CK3M,
MEKCETeBBIX JKPaHoOB U CHCTEM OOHapyXeHWd aTaK, B COOTBOTCIBHH C
KOTOpEIME ~ TIoTB30Barens (Omepatop APM) momyHaeT BO3MOXKHOCTB
pabotats ¢ snemerTamu UCIITH;

- OCYIOECTBIATh ayAUT CPECTB 340U THI;
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QOmnepatop APM

Omepatop APM, corpymuuk OOO «OKOTPAHCY, OCYyImecTBIISIOIIUHT
06pabotky IIJlm. O6paborka IIJIH BKIFOYACT: BO3SMOXKHOCTE IIPOCMOTDA s,
pyusoit seox [I]r B cucremy VICII/IH, (bOpMHpOB.amIe CIPaBOK U OTYETOB IIO
uabhopmarmyn, nonysenrodt w3 VICIIIA. Omeparop e mMeeT IIOMHOMOYHANA IS
YIIpaBIeHHs MOJCHCTeMaMu 00pab0TKY JaHHBIX 1 C3I1/ia.

Omneparop UCIITx o6nafaer CIeAyIONMM yPOBHEM HOCTYIIA U SHAHUN:
_  oGnagaer BcemM¥ HEOOXOIWMBIME aTpuOyTamu (HamphMep, IIapoJIeM),
06eCIeuHBAIONTIME TOCTYII K HeKoTopoMy moxmuokectBy TLIH;

- pacioiaracr KOH@IU.{@HHI/I&JIBHBIMH TaHHBIMY, K KOTOPBIM KMECT JOCTYIL
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6.TpeGoBannst K IepCOHATY MO 00eCHe e o 3aIIATh] JEDIN:

Bee corpymmuka OO0 «OKOTPAHCy, ssisroImuecs [IOJIE30BATEIAMHA
VCTI/IH, SOJDKHEL HeTKO 3HATh ¥ CIPOTO BBIIONHATE YCTAHOBIICHHBIC npaBria H
063aHHOCTH 110 JOCTYILY K 3aIlUINacMbIM 06BEKTAM ¥ COOIIONEHUIO IIPHHITOTO
pexuma OesonacuocTd LIJTH.

IIpy BCTYIUICHHE B JIOJDKHOCTH HOBOTO COTPYAHHMKA HeTI0CpeICTBEHHbIN
HaYaIbHUAK IOJpa3[IeeHNs, B KOTOpOe OH IOCTYIaeT, 00s13aH OPTaHU30BAThH €ro
03HAKOMIIEHHE ¢ JOJDKHOCTHOM MHCTpYKIHeH B HeoOXORUMBIMY LOKYMCHTAMH,
periraMeHTHPYIOIEMA TPEOOBAHES MO 3aIUTC [108, a Tarke oOy4eHie HaBbIKaM
BEITIOTHEHS TIPOIeyP, HeOOX0UMBIX il CaHKIHOHUPOBARHOTO HCIIONTBE30BAHNS
WCII 8.

COTpyZHUK JOKEH OBITH O3HAKOMICH CO  CBEACHMAMM HACTOAIICH
TTONWTHKHA, IPHHATHX IPOLETYp PaOOTHL ¢ SIECMEHTAMA UCIT = v C3I1E.

Corpymarka 000 «3KOTPAHCY, BCTIONE3YIOMES TeXHWIECKUE CPENCcTBa
ayTeHTH(DHKAINK, JLOJDKHBI o6ecreanBaTh COXPAHHOCTH HIEHTH(HUKATOPOB
(3MEeKTPOHHEIX KIoueH) i HE JIOIyCKaTh HCJI k uuM, a Tak e BO3MOXKHOCTD UX
yTepd WM  HCIONL30BAHWsA — TPETHAMHI  JIMIAMH. [Tonb30BaTend  HECYT
[EePCOHANBHYIO OTBETCTBEHHOCTE 38 COXPAHHOCTH AIEeHTUDHIKATOPOB.

Cotpymuuku OO0 «KOTPAHCY HOIDKHBI CIENOBaTh yCTaHOBICHHBIM
IpoLenypaM IOJIEpXKapns pexnuMa 6esomacEocTH I1IJln mpE BBIOOpE
WCIONb30BAHMY Tapolnel (ecTH He WCIONB3YIOTCS TEXHHIECKUC cpencTsa
ayTeHTA(QUAKATH).

Corpymuaxu 000 «IKOTPAHC» momxusl obeclieurBaTh HaIJIeKamyto
3a0UTy 000PYNOBAHMS, OCTABIIAEMOTO 6e3 IpUCMOTpa, OCOOEHHO B TeX CiIydadX,
KOrNa B IIOMEINeHWe HMEIOT JOCTYHl IMOCTOPOHHME JHIA. Bce mosp3oBaTenu
JOJDKHBE! 3HATh TpeOoBamMs IO OE30IacHOCTH TIJlz ¥ TpOIemypsl 3amldTEI
0GopyOoBaHUsA, OCTaBIEHHOro 6e3 IPHUCMOTPa, a TAKKe CBOU 00A3aHHOCTH II0

00ecIeYeHIIO TaKO! 3aIUTH.
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COTpyIHHKAM 3aImpellaeTes. yCTaHABIUBATL IOCTOPOHHES IPOTPaMMHOE
oGecieucrre, TOAKNIOYIATs THYHbe MOOHMIBHEIE YCTPOKCTBA M HOCHUTEIH
HHE(QOPMAIVI, & TaK JKe 3alIMCHBATh Ha HAX 3aIlKINacMyto THGOPMALIHIO.

CoTpyfHAKAM 3aIpernaeTcs pasrialiaTh 3allHINaeMyTo UHPOPMALHIO,
KOTOpAas CTala UM W3BECTHA IPH paboTe ¢ radopMarmorHsMy cucTeMamu 000
«OKOTPAHCY, TpeTbUM TTATAM.

Tipu pabote ¢ I1JIx B UCILB cOTPYIHAKA 000 «9KOTPAHC» obs3aHb!
00eCHeunTs OTCYTCTBHE BO3MOXKHOCTH IIPOCMOTPA 11/l TpeThPWMHM JHUIEAMH C
MouuTOpoB APM MK TCpMUHAIIOB.

ITpu 3apepruetmu pabotel ¢ MCLIIH cOTpyAHEKA o6s3anE! 3amuTrTs APM
VM TEpMUHAIIS! C IIOMOTIBI0 OIOKUPOBKHA KIOIOM HITH SKBHBAJIEHTHOTO CPENICTBA
KOHTpPOINA, HarpuMep, JOCTYIOM IO Tapoio, eCH He HCIIONB3YIoTCs  Gonee
CWIBHBIE CPEICTBA 3aITUTHL.

Cotpynauxu 000 «KOTPAHC» momKHEL 6BITH IPOTHMOPMUPOBAHET 00
yrpo3ax HapyImeHUAS Pexuma 6eszomacHocTd 11JIH ¥ OTBETCTBEHHOCTH 3a €TI0
papymende. OHM JOIDKHBL OBITh O3HAKOMICHEL C yTBepKIEeHHON (hopMabHOM
TIOIIE Y POH HATOKEHHUS JUCIIMITUHAPHEIX B3LICKAHUI HA COTPYIHUKOB, KOTOPEIC
HApYIITHIK IPAHATHIE TIONUTAKY B IPOLE/yphi 6ezomacuocru [11H.

CoTpyIHAKYE 00A3aHE Oe3 mpoMeaTIeHusa cooGmars 060 BCeX HAOIIONaeMbIX
WA TIOO3PHTENBHBIX CIydadx paGoTsl WUCIIIg, MOTYIHMX IOBIeYbL 34 coboi
yrposel  GesomacHoctd IIJlH, a Talke O BhIABICHHBIX FMHA  COOBITHAX,
sarparmBarompx 6esomacrocth I1J1H, pyKOBOACTBY HOfpa3fieicHus. ¥ JHIY,
OTBEUAIOUIEMY 3a HEMEICHHOe pearupoBanue Ha yTPO3EI 6ezomacrocty 1LJIH.

NosxaocTHBIE 00513aHHOCTH noap3zosarenaeil HCIL{H
JomKHOCTHEIe  O0A38HHOCTH nonszoBatenei MCII[lg  omucaHsl B

CIENYIOMHUX JOKyMEHTaX:

—  Wncrpykmus agvusucrparopa MCIIIm;

—  VIHCTpYKIWS aIMHHKECTPaTopa 6€30IacHOCTH NCIIH;
—  VHCTpyXIpMs IOJTB30BATEIA UCIIg;

—  VIHCTpYKIIHA TIOJIb30BATENS [PY BOSHAKHOBEHNH BHOIITATHBIX CUTyalul,
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OTBEeTCTBEHHOCTh COTPYIHHKOB
B cooTBeTCTBEM €O CT. 24 DenepalbHOrO 3aKOHa Poccuiickoit ®enepaitun

oT 27 mrong 2006 1. Ne 152-®3 «O mepcoHaNbHBIX TAHHBIX» JHMIA, BUHOBHLIC B
HapymeHus TpeGoBaHMi naHHoOro QPefepanbHOro 3aK0HA, HECYT TPAKIAHCKYIO,
YTONOBHY!0, aiMUHHACTPATUBHYIO, TUCIMIIIMHADHYIO 1 AHYIO IpexyCMOTPEHHYIO
3aKOHOIaTENECTBOM Poccuiickoll Penepariul OTBETCTBCHHOCTE.

JleficTByFOINEE 3aKOHOAATENBCTBO PD IO3BOTIACT NPSABABIATE TpeOOoBaHUA
1o  obecIedeHmio Oe30macHo pafoThl ¢ 3aIUIaeMOH radopManued u
TIpeyCMATPUBAET OTBETCIBEHHOCTh 3a HAPYHICHHE YCTAHOBIEHHBIX IIPABHI
skcruryataruy OBM u crcTeM, HeMPaBOMEPHBIH MOCTYIL K uH(GOpPMALEH, €CIH 3TH
NeHCTRIL IPUBENY K YHIEITOXKCHHMIO, GIIOKUPOBAHHIO, Mo HEKAIIH HHOOPMAHX
M Hapymerzro pabotsr DBM mim cetelt (cratpm 272,273 u 274 YK P@).

Amvmancrpatop HCITJlH ¥ afgMHHECTPaToOp 6e30IaCHOCTA  HECYT
OTBETCTBEHHOCTE 34 BCE JICHCTBIs, COBEPIICHHBIC OT MMEHH UX YYETHBIX 3aMHCEH
Wi CHCTEMHBIX ~ YYeTHBIX  3alMced,  ocmu  HE  JIOKasaH Gaxr
HECAHKIIMOHHPOBAHHOTO HCIIOJIB30BaHMA yICTHBIX 3aIIvcei.

Tlpu HapyIIeHWIX COTPYIHHKAMU 000 «IKOTPAHC» — momns3oBareinel
VICTI/IH HpaBuil, CBS3aHHBIX ¢ 6€30MacHOCTRIO [1J1x, oM HECYT OTBETCTBEHHOCTE,
YCTAHOBJIEHHYIO JICHCTBYIOIHIM 3aKOHOIATeIECTEOM Poccniickoit Oepepartuil.

IlprBeieHAbIe BHIIe TPeOOBaHI] HOPMATUBHBIX MOKYMEHTOB IO 3aIIUTE
WHPOPMAIHE JOIDKHEL OBITH OTPAXKEHEL B Monoxenmsax o moapasaencarax 000
«DKOTPAHCY, ocymecTsistonmx obpabotky I11a B UCTIlg ¥ JOKHOCTHBIX
HHCTPYKIHAX COTPYTHAKOB 000 «2KOTPAHC».

Heo6xomumo BHectu B Ilomoxkerms O  IOAPasfCICHIAX 000
«IKOTPAHC», ocymecremmonmx obpaGotky II0H B VCITIu ceemenus o0
OTBETCTBEHHOCTH ¥X pyKoBomurtenefi ¥ COTPYNHHKOB 3a DasITIAlCHHE H
HecaHKIMOHUPORAHAYK MOIMGMHKAI0 (HCKKEHHE, damscuduxammo) 10x, a
TAKOKe 33 HElpaBOMepHOe BMEINaTeIbCTBO B npouec'cm WX aBTOMATU3HPOBAHHOU

0OpaboTKH.
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7.Cuucox HCHOJb30BAHHBIX HCTOYHUKOB

OcHOBHBIMH HOPMATHBHO-IPABOBLIMH U METONHIECKAMH
IOKYMEHTAMH, Ha KOTOpBIX Gasupyercs HacTosimast [loraTAKA, SIBJASIOTCS:
denepansabii 3akon or 27.07.2006 r. Ne 152-®3 «0O mnepcoHaIbHBIX
naHEEXy (mamee — ®3 «O IEPCOHANBHBIX JIAHHBIX)), yCTaHABIWBAFOIIWH
OCHOBHbIe NpWHNMIE # yenosds obpaborku I1JlE, mpasa, 0053aHHOCTH M

OTBETCTBEHHOCTE YYaCTHHKOB OTHOIIEHUH, CBA3AHHBIX C obpaborxoit I1/TH.

«Tpebopanus K 3alIWTe TEPCOHANBHLIX JAAHHBIX HOPH HX obpaboTke B
pHGOPMAIMOHHLIX ~ CHCTEMaX  NEPCOHANBHBIX  JIAHHBIX»,  YTBEPHKICHHOC

Tlocranosnenwem [Ipasarenscrea PO ot 01.11.2012 1. Ne 11 19.

«[Tomoxenue o6 ocobeHHOCTIX 00paboTKH MEePCOHATBHBIX —IAHHBIX,
OCYIIECTBIIEMOR Ge3 MCHONB30BAHMA CPEIICTB dBTOMATH3AIINY, YIBEPXKIECHHOES

TlocTasosrenneM IIpaguTenscraa PO ot 15.09.2008 . Ne 687.

«TpeboBammss K  MaTepHalbHBIM  HOCHTENIAM OMOMETPUIECKIX
[IEPCOHANBHBIX AAHHBIX M TEXHONOTHAM XPAaHEHUS TakuX JaHHBIX BHE
HHOOPMAIMOHEEIX ~ CHCTEM  [EPCOHANBHBIX  JAaHHBIXY, YTBEPKICHHEIE

TlocramosnenneM IIpapuTenscrsa PO ot 06.07.2008 1. Ne 512.

HopMaTHBHO-METOIAIECKAE  JIOKYMEHTEHL ®enmepanpbHoil  CIyX)O0Bl  TIO
TEXHWIeCKOMY ¥ 9KCTIEPTHOMY KOHTpOio PoccHiicKoH ®eneparun (fanee -

®CTIK Poccun) mo obecreuernmio Gezonmacnocts 1IJ[H mpu ux 00paboTke B

NCTIa:

BaszoBas MOIens yrpo3 Oe30IacHOCTH TEPCOHANBHBIX MAHHBIX TP HX
oGpaborke B MHGOPMAIMOHHBIX CHCTEMaX NEPCOHANBHBIX IAHHBIX, yTB. 3aM.

mupexropa ®CTIK Poccun 15.02.08 .
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MeTonuka ONpe/eNeHNs akTyalbHBIX YIpo3 0e300acCHOCTH IIEPCOHAIBHBIX
TaHHBIX TIpu WX 00paboTke B HHMOPMAIMOHHEIX CHCTEMAaX IIE€PCOHAIBHbBIX

JaHHBIX, yTB. 3aM. upextopa @CTIK Pocecnnm 15.02.08 1.

ITprkas ®CTOK Poccum Ne 17 ot 11 despans 2013 roxa «O6 yreepxaeHun
Tpe6osanuii 0 saiuTe HHPOPMALME, HE COCTABILIIOIIMX FOCYJaPCTBEHHYO TalHY,

COACPAKAIUAXCA B IOCYAapCTBCHHBIX I/IH(l)OpMaHHOHHBIX CHUCTCMaxX».

IIprkaz ®CTOK Poccru Ne 21 ot 18 despains 2013 roga «O0 yTBepKAeHAH
CocTaBa ¥ COjlep)KaHus OPTaHU3AIMOHHbBIX M TEXHHYSCKUX Mep IO o0ecIede IO
0e30IaCHOCTH TEPCOHANBHEIX NAHHBIX IIPHU HX 00paboTke B HHGOPMAITHOHHEIX

CHCTEMaX IIEPCOHAIBHBIX JaHHbBIX)).

TIpukas @emepanbHOR CITy KOBI OeszomacuocT Poccmiickoil PDerepaliy OT
10 moms 2014 r. N 378 «06 yreepkmenmu CocTaBa M COJEPIKAHUS
OpraHH3allMOHHBIX ¥ TEXHMYECKMX MeEp IO obecrieueHnio 0e30MacHOCTH
IIEPCOHANBHBIX JIAHHBIX IpH HX 00paboTke B uH(GOPMAIMOHHBIX CHCTEMAX
TIEPCOHANILHEIX AaHHBIX C HCIIONL30BAHMEM CPEICTB KpHTITOrpahIIecKOi 3aIATEl
wrbOpPMAIH, HEOOXOAMMEIX /IS BEIIOTHEHUA YCTAHOBIECHHBIX [[paBUTeIECTBOM
Poccuiickoit ®@emepanmy TpeOOBaHMM K 3aIMUTE IIEPCOHANBHBIX JAHHBIX I

KaKIO0Tr0 W3 YPOBHEH 3aIMHUINEHHOCTH.

T iaBHEIN FOPUCKOHCYIET
B.A. EnuceeHko



